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Abstract

This dissertation focuses on the problem of evolving social bots in online social networks,
particularly Twitter. Such accounts spread misinformation and inflate social network content
to mislead the masses. The main objective of this dissertation is to propose a stream-based
evolving bot detection framework (SEBD), which was constructed using both graph- and
feature-based models. It was built using Python, a real-time streaming engine (Apache
Kafka), and our pretrained model (bot multi-view graph attention network (Bot-MGAT)). The
feature-based model was used to identify predictive features for bot detection and evaluate
the SEBD predictions. The graph-based model was used to facilitate multiview graph
attention networks (GATs) with fellowship links to build our framework for predicting
account labels from streams. A probably approximately correct learning framework was
applied to confirm the accuracy and confidence levels of SEBD.
The results showed that the SEBD can effectively identify bots from streams and profile
features are sufficient for detecting social bots. The pretrained Bot-MGAT model uses
fellowship links to reveal hidden information that can aid in identifying bot accounts. The
significant contributions of this study are the development of a stream-based bot detection
framework for detecting social bots based on a given hashtag and the proposal of a hybrid
approach for feature selection to identify predictive features for identifying bot accounts.
Our findings indicate that Twitter has a higher percentage of active bots than humans in
hashtags. The results indicated that stream-based detection is more effective than offline
detection. Finally, semi-supervised learning can solve the issue of labeled data in bot
detection tasks.
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